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1
PERSISTENT DATA ACROSS REBOOTS

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates in general to the field of
computers and similar technologies, and in particular to soft-
ware utilized in this field. Still more particularly, it relates to
amethod, system and computer-usable medium for persisting
Lightweight Memory Trace (LMT) data across reboots of a
system.

2. Description of the Related Art

Known distributed computer systems typically include
multiple computers such as application servers, e-commerce
servers, web servers, database servers, and other servers. A
web server interfaces to client computers via the Internet to
provide various services to client computers. An e-commerce
server is a web server that enables advertising, information
about products, and the sale of products via the web. Other
types of application servers interface to client computers via
some type of network, such as the Internet, to make its asso-
ciated applications available to client computers. Often times,
a web server or other type of application server accesses a
database server to obtain data such as web pages needed by
client computers.

During the course of their operations, these various servers
may experience a malfunction that requires rebooting the
system to resolve. For example, a server may suddenly expe-
rience a thousand or more processes running simultaneously
as a result of not being able to reach a target device. Once the
system is rebooted, the processes are no longer running and
the server is performing normally. However, determining the
cause of the problem can often be challenging.

One approach to addressing this issue is analysis of infor-
mation contained in a system dump, which typically consists
of'the recorded state of the working memory of a server at the
time it functioned. While many server operating systems
(OSs) provide a method to perform a full system dump, one
may not have been performed prior to rebooting the server.
There may be several reasons for this, such as the additional
time required, the operator’s inexperience in doing so, lack of
documented procedures, or the reboot was automatically ini-
tiated at an application’s request.

SUMMARY OF THE INVENTION

A method, system and computer-usable medium are dis-
closed for persisting Lightweight Memory Trace (LMT) data
across reboots of a system. In various embodiments, one or
more LMT traces are stored in a predetermined pinned
memory area with a server’s operating system (OS) through a
system reboot. In these embodiments, a pointer to each LMT
is respectively generated and then stored in nonvolatile stor-
age (NVS) at a known memory location. These pointers
include the address of the LMT trace and other core kernel
structures need to be preserved.

During initialization, the OS, or a hypervisor, guards these
preserved pages to prevent them from being used. Once the
OS has setup new LMT trace buffers, areal page is set up with
the current trace real memory address of the LMT and other
core kernel structures. Once the existing NVS pointers have
been copied to the prior NVS location, the address of this real
page is then likewise stored in NVS. By keeping the current
and prior addresses within NV, the current LMT trace can
subsequently be retrieved in the case of a reboot. Further, in
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the case of a system dump, the ability to collect both the
current and prior LMT traces with core kernel structures is
enabled.

In various embodiments, the check for an existing LMT
trace would be made very early during a system reboot, prior
to memory being initialized or basic OS structures being
allocated. The pointers in NVS would point to a page which
describes where the LMT trace and other kernel structures are
in real memory. In these embodiments, the pointers stored in
NVS are used to retrieve current and prior LMT data, which
is subsequently processed to determine the cause of the sys-
tem reboot.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention may be better understood, and its
numerous objects, features and advantages made apparent to
those skilled in the art by referencing the accompanying
drawings. The use of the same reference number throughout
the several figures designates a like or similar element.

FIG. 1 depicts an exemplary client computer in which the
present invention may be implemented; and

FIG. 2 is a generalized flowchart of the performance of
operations for persisting Lightweight Memory Trace (LMT)
data across reboots of a system.

DETAILED DESCRIPTION

A method, system and computer-usable medium are dis-
closed for persisting Lightweight Memory Trace (LMT) data
across reboots of a system. As will be appreciated by one
skilled in the art, the present invention may be embodied as a
method, system, or computer program product. Accordingly,
embodiments of the invention may be implemented entirely
in hardware, entirely in software (including firmware, resi-
dent software, micro-code, etc.) or in an embodiment com-
bining software and hardware. These various embodiments
may all generally be referred to herein as a “circuit,” “mod-
ule,” or “system.” Furthermore, the present invention may
take the form of a computer program product on a computer-
usable storage medium having computer-usable program
code embodied in the medium.

Any suitable computer usable or computer readable
medium may be utilized. The computer-usable or computer-
readable medium may be, for example, but not limited to, an
electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device. More specific
examples (a non-exhaustive list) of the computer-readable
medium would include the following: a portable computer
diskette, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-
only memory (EPROM or Flash memory), a portable com-
pact disc read-only memory (CD-ROM), an optical storage
device, or a magnetic storage device. In the context of this
document, a computer-usable or computer-readable medium
may be any medium that can contain, store, communicate, or
transport the program for use by or in connection with the
instruction execution system, apparatus, or device.

Computer program code for carrying out operations of the
present invention may be written in an object oriented pro-
gramming language such as Java, Smalltalk, C++ or the like.
However, the computer program code for carrying out opera-
tions of the present invention may also be written in conven-
tional procedural programming languages, such as the “C”
programming language or similar programming languages.
The program code may execute entirely on the user’s com-
puter, partly on the user’s computer, as a stand-alone software
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package, partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through a local area network (LAN) or a
wide area network (WAN), or the connection may be made to
an external computer (for example, through the Internet using
an Internet Service Provider).

Embodiments of the invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer-readable memory that can direct a computer or
other programmable data processing apparatus to function in
a particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufac-
ture including instruction means which implement the func-
tion/act specified in the flowchart and/or block diagram block
or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series of operational steps to be per-
formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions which execute on the computer or other program-
mable apparatus provide steps for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

FIG. 1is a block diagram of an exemplary client computer
102 in which the present invention may be utilized. Client
computer 102 includes a processor unit 104 that is coupled to
a system bus 106. A video adapter 108, which controls a
display 110, is also coupled to system bus 106. System bus
106 is coupled via a bus bridge 112 to an Input/Output (I/O)
bus 114. An I/O interface 116 is coupled to I/O bus 114. The
1/O interface 116 affords communication with various I/O
devices, including a keyboard 118, a mouse 120, a Compact
Disk-Read Only Memory (CD-ROM) drive 122, a floppy disk
drive 124, and non-volatile storage (NVS) 126. In various
embodiments, the NVS 126 may include one or more Light-
weight Memory Trace (LMT) pointers 152 as described in
greater detail herein. The format of the ports connected to I/O
interface 116 may be any known to those skilled in the art of
computer architecture, including but not limited to Universal
Serial Bus (USB) ports.

Client computer 102 is able to communicate with a service
provider server 152 via a network 128 using a network inter-
face 130, which is coupled to system bus 106. Network 128
may be an external network such as the Internet, or an internal
network such as an Ethernet Network or a Virtual Private
Network (VPN). Using network 128, client computer 102 is
able to use the present invention to access service provider
server 152.

A hard drive interface 132 is also coupled to system bus
106. Hard drive interface 132 interfaces with a hard drive 134.
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In a preferred embodiment, hard drive 134 populates a system
memory 136, which is also coupled to system bus 106. Data
that populates system memory 136 includes the client com-
puter’s 102 operating system (OS) 138 and software pro-
grams 144.

OS 138 includes a shell 140 for providing transparent user
access to resources such as software programs 144. Gener-
ally, shell 140 is a program that provides an interpreter and an
interface between the user and the operating system. More
specifically, shell 140 executes commands that are entered
into a command line user interface or from a file. Thus, shell
140 (as it is called in UNIX®), also called a command pro-
cessor in Windows®, is generally the highest level of the
operating system software hierarchy and serves as a com-
mand interpreter. The shell provides a system prompt, inter-
prets commands entered by keyboard, mouse, or other user
input media, and sends the interpreted command(s) to the
appropriate lower levels of the operating system (e.g., a ker-
nel 142) for processing. While shell 140 generally is a text-
based, line-oriented user interface, the present invention can
also support other user interface modes, such as graphical,
voice, gestural, etc.

As depicted, OS 138 also includes kernel 142, which
includes lower levels of functionality for OS 138, including
essential services required by other parts of OS 138 and
software programs 144, including memory management, pro-
cess and task management, disk management, and mouse and
keyboard management. In various embodiments, the kernel
142 includes Lightweight Memory Trace (LMT) data 154,
which is stored in a pinned memory area as described in
greater detail herein.

Software programs 144 may include a browser 146, which
includes program modules and instructions enabling a World
Wide Web (WWW) client (i.e., client computer 102) to send
and receive network messages to the Internet using Hyper-
Text Transter Protocol (HTTP) messaging, thus enabling
communication with service provider server 152. In various
embodiments, software programs 144 may also include a
Lightweight Memory Trace (LMT) system 150. In these and
other embodiments, the LMT system 150 includes code for
implementing the processes described hereinbelow. In one
embodiment, client computer 102 is able to download the
LMT system 150 from a service provider server 152.

The hardware elements depicted in client computer 102 are
not intended to be exhaustive, but rather are representative to
highlight components used by the present invention. For
instance, client computer 102 may include alternate memory
storage devices such as magnetic cassettes, Digital Versatile
Disks (DVDs), Bernoulli cartridges, and the like. These and
other variations are intended to be within the spirit, scope and
intent of the present invention.

FIG. 2 is a generalized flowchart of the performance of
operations implemented in accordance with an embodiment
of'the invention to persist Lightweight Memory Trace (LMT)
data across reboots of a system. As used herein, an LMT
broadly refers to a constant kernel trace process that records
software events occurring during system life. In various
embodiments, an LMT is activated by a system (e.g., a server)
at initialization. Thereafter, memory tracing runs continu-
ously and recorded events are saved into per-processor
memory trace buffers. Typically, there are two memory trace
buffers for each processor, one to record common events, and
one to record rare events. The memory trace buffers can either
be extracted from system dumps or accessed on a live system
by service personnel.

In these embodiments, the LMT provides in-memory ker-
nel trace information for First Failure Data Capture (FFDC),
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which refers herein to a mechanism in which the server’s
Central Processing Unit (CPU) reports hardware errors to the
operating system. In various embodiments, these hardware
errors may include system bus errors, Error Correction Code
(ECC) errors, parity errors, cache errors, and translation
lookaside buffer errors.

While implementation of an LMT requires the consump-
tion of a small amount of pinned kernel memory, its value
comes from being able to view some history of what the
system was doing prior to reaching the point where a failure
is detected. As previously mentioned, each CPU has a
memory trace buffer for “common” events, and a smaller
memory trace buffer for “rare” events. In various embodi-
ments, the “common” buffer may have a one to two second
retention (i.e., enough space to record events occurring dur-
ing the last one to two seconds without wrapping), while the
“rare” buffer may have an hour’s retention. It will be appre-
ciated that the actual amount of retention may be dependent
upon workload, where developers place “trace hook™ calls in
the kernel source code, and upon which parameters they
decide to trace.

In various embodiments, one or more LMT traces are
stored in a predetermined pinned memory area with a server’s
operating system (OS) through a reboot. As used herein,
pinned memory refers to a memory area of an OS thatis never
swapped to secondary storage. Other known terms for pinned
memory are locked, fixed or wired pages. Skilled practitio-
ners of the art will be aware that interrupt mechanisms typi-
cally rely upon an array of pointers to their handlers, such as
1/O completion and page fault. If the pages containing these
pointers or the code that they invoke were pageable, interrupt-
handling would become far more complex and time-consum-
ing, particularly in the case of page fault interruptions. Hence,
some part of the page table structures is not pageable. Certain
of'these pages may be pinned for short periods of time, others
may be pinned for long periods of time, and still others may be
permanently pinned. In various embodiments, the pinning of
real memory is performed by a hypervisor during system
initiation. As likewise used herein, a system reboot refers to a
“warm” or “soft” reboot, where power to the system is not lost
as it is in a “cold” or “hard” reboot.

In various embodiments, a pointer to each LMT is gener-
ated and then stored in nonvolatile storage (NVS) at a known
memory location. As used herein, NVS broadly refers to
computer memory that can retain stored information even
when not powered. Examples of non-volatile memory
include read-only memory, flash memory, static random
access memory (SRAM), ferroelectric random access
memory (F-RAM), most types of magnetic computer storage
devices (e.g. hard disks, magnetic tape, etc.), and optical
discs. In certain of these embodiments, the known memory
location includes a magic number. As used herein, the term
“magic number” refers to a distinctive, unique value that is
unlikely to be mistaken for other meanings (e.g., Globally
Unique Identifiers), or alternatively, a unique value which
could be replaced with a named constant.

In these embodiments, well known pinned memory areas
within the operating system are preserved across a reboot to
retain prior LMT traces. Skilled practitioners of the art will
recognize that the retention of such prior LMT traces can be
useful as they record trace information from the operating
system at well-known code points in the OS. This information
is frequently sufficient to determine the likely cause of an
issue causing a system reboot in the absence of a system
dump. For example, the prior LMT traces could be retrieved
and assist in determining the state of the system prior to it
being rebooted. In many cases, such LMT information would
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provide insight and understanding of the problem which led
to a system reboot. As another example, access to both the
current and prior LMT traces would be available if a forced
system dump is initiated by the operating system. It will be
appreciated that having access to more than one instance of a
problem often assists in performing root cause analysis, par-
ticularly when determining whether the problem is the same
or has reoccurred. As yet another example, trace evidence of
a system reboot initiated by an application would be captured
and available for subsequent retrieval.

In various embodiments, a real address pointer to a real
page in memory is stored in NVS. This pointer includes the
address of the LMT trace and other core kernel structures
need to be preserved. During initialization, the OS, or ahyper-
visor, would guard these preserved pages to prevent them
from being used. In these embodiments, such memory pres-
ervation is performed in the case of'a system reboot, where the
same system resources are used (e.g., same memory, proces-
sors, etc.). Once the OS has set up new LMT trace buffers, a
real page would be set up with the current trace real memory
address of the LMT and other core kernel structures. Once the
existing NVS pointers have been copied to the prior NVS
location, the address of this real page would then be likewise
stored in NVS.

By keeping the current and prior address within NVS, the
current LMT trace can subsequently be retrieved in the case of
a reboot. Further, in the case of a system dump, the ability to
collect both the current and prior LMT traces with core kernel
structures is enabled. In various embodiments, the decision to
keep a prior LMT trace within the OS instance is tunable (e.g.,
“on” or “off). In certain embodiments the decision to keep
such prior LMT traces is automatically set based upon the size
of pinable memory available to the OS.

In various embodiments, the check for an existing LMT
trace would be made very early during a system reboot, prior
to memory being initialized or basic OS structures being
allocated. The pointers in NVS would point to a page which
describes where the LMT trace and other kernel structures are
in real memory as well as a sequence of bytes, which would
serve as a “magic number” to be sure that this is a valid page
describing the locations of the LMT trace and core kernel
structures.

From the foregoing, it will be appreciated that the preser-
vation of the LMT trace from a prior instance can be inter-
preted without other core instance attributes or state. Since
modern systems typically have a large amount of memory
available, the increased memory footprint required by the
invention would be negligible in most cases. Within the con-
text of system virtualization, it would also be possible to
preserve the memory region by providing alternative physical
memory in various environments if no reduction in memory
could or would be acceptable. Because interpretation of the
LMT trace does not require any state information from the
instance, a hypervisor is used in certain embodiments to
provide read access to the protected LMT trace. It will be
appreciated that doing so in these embodiments could mini-
mize the overhead and work involved in protecting these
pinned regions of memory within the OS. For example, the
OS could use the memory space given for the LMT trace and
the hypervisor would manage the protection and access
across OS instances.

Referring now to FIG. 2, persistent LMT operations are
begun in step 202, followed by the initiation of a target system
in step 204 as a result of a system reboot described in greater
detail herein. Then, in step 206, one or more pointers to prior
LMT data residing in a pinned area of main memory, likewise
described in greater detail herein, are retrieved from NVS.
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The one or more LMT pointers are then respectively pro-
cessed in step 208 to preserve their associated LMT memory
addresses in real memory. The initiation of the target system
is then completed in step 210.

Thereafter, a new LMT is initiated in step 212, using a
non-preserved, pinned area of real memory. The address of
the current LMT is then stored in NVS in step 214. Current
LMT operations are then performed in the non-preserved,
pinned area of real memory in step 216. Then, in step 218, the
various LMT pointers stored in NVS are used to retrieve any
prior LMT data from the preserved, pinned areas of real
memory. The retrieved and current LMT data is then pro-
cessed in step 220 to determine the cause of the system reboot,
followed by persistent LMT data operations being ended in
step 222.

Although the present invention has been described in
detail, it should be understood that various changes, substi-
tutions and alterations can be made hereto without departing
from the spirit and scope of the invention as defined by the
appended claims.

What is claimed is:

1. A computer-implemented method for preserving a pre-
determined memory region during a reboot, comprising:

storing a first set of dynamically-generated data in a first

predetermined area of real memory;

generating a first pointer to the first predetermined area of

real memory;

storing the first pointer in nonvolatile storage; and

protecting the first predetermined area of real memory

during a first system reboot process by allocating a first
different area of real memory for performing a first set of
reboot-related operations; and wherein

the first set of dynamically-generated data comprises a first

set of Lightweight Memory Trace (LMT) data, the LMT
data providing data relating to a constant kernel trace
process that records events occurring during system life.

2. The method of claim 1, further comprising:

using the first pointer to retrieve the first set of dynami-

cally-generated data; and

processing the first set of dynamically-generated data to

determine the cause of the first system reboot.

3. The method of claim 2, further comprising:

storing a second set of dynamically-generated data in a

second predetermined area of real memory, the second
set of dynamically-generated data comprising a second
set of LMT data generated subsequent to performing the
first set of reboot-related operations;

generating a second pointer to the second predetermined

area of real memory; and

storing the second pointer in nonvolatile storage.

4. The method of claim 3, further comprising:

using the first and second pointers to respectively retrieve

the first and second sets of dynamically-generated data;
and

processing the first and second sets of dynamically-gener-

ated data to determine the cause of the system reboot.

5. The method of claim 4, further comprising:

protecting the second predetermined area of real memory

during a second system reboot process by allocating a
second different area of real memory for performing a
second set of reboot-related operations.

6. A system comprising:

a processor;

a data bus coupled to the processor; and

a computer-usable medium embodying computer program

code, the computer-usable medium being coupled to the
data bus, the computer program code used for preserving
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a predetermined memory region during a reboot and

comprising instructions executable by the processor and

configured for:

storing a first set of dynamically-generated data in a first
predetermined area of real memory;

generating a first pointer to the first predetermined area
of real memory;

storing the first pointer in nonvolatile storage; and

protecting the first predetermined area of real memory
during a first system reboot process by allocating a
first different area of real memory for performing a
first set of reboot-related operations; and wherein

the first set of dynamically-generated data comprises a
first set of Lightweight Memory Trace (LMT) data,
the LMT data providing data relating to a constant
kernel trace process that records events occurring dur-
ing system life.

7. The system of claim 6, further comprising:

using the first pointer to retrieve the first set of dynami-

cally-generated data; and

processing the first set of dynamically-generated data to

determine the cause of the first system reboot.

8. The system of claim 7, further comprising:

storing a second set of dynamically-generated data in a

second predetermined area of real memory, the second
set of dynamically-generated data comprising a second
set of LMT data generated subsequent to performing the
first set of reboot-related operations;

generating a second pointer to the second predetermined

area of real memory; and

storing the second pointer in nonvolatile storage.

9. The system of claim 8, further comprising:

using the first and second pointers to respectively retrieve

the first and second sets of dynamically-generated data;
and

processing the first and second sets of dynamically-gener-

ated data to determine the cause of the system reboot.

10. The system of claim 9, further comprising:

protecting the second predetermined area of real memory

during a second system reboot process by allocating a
second different area of real memory for performing a
second set of reboot-related operations.

11. A non-transitory, computer-readable storage medium
embodying computer program code, the computer program
code comprising computer executable instructions config-
ured for:

storing a first set of dynamically-generated data in a first

predetermined area of real memory;

generating a first pointer to the first predetermined area of

real memory;

storing the first pointer in nonvolatile storage; and

protecting the first predetermined area of real memory

during a first system reboot process by allocating a first
different area of real memory for performing a first set of
reboot-related operations; and wherein

the first set of dynamically-generated data comprises a first

set of Lightweight Memory Trace (LMT) data, the LMT
data providing data relating to a constant kernel trace
process that records events occurring during system life.

12. The non-transitory, computer-readable storage
medium of claim 11, further comprising:

using the first pointer to retrieve the first set of dynami-

cally-generated data; and

processing the first set of dynamically-generated data to

determine the cause of the first system reboot.

13. The non-transitory, computer-readable
medium of claim 12, further comprising:

storage
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storing a second set of dynamically-generated data in a
second predetermined area of real memory, the second
set of dynamically-generated data comprising a second
set of LMT data generated subsequent to performing the
first set of reboot-related operations;

generating a second pointer to the second predetermined
area of real memory; and

storing the second pointer in nonvolatile storage.

14. The non-transitory, computer-readable storage
medium of claim 13, further comprising:

using the first and second pointers to respectively retrieve
the first and second sets of dynamically-generated data;
and

processing the first and second sets of dynamically-gener-
ated data to determine the cause of the system reboot.

15. The non-transitory, computer-readable storage
medium of claim 14, further comprising:

protecting the second predetermined area of real memory
during a second system reboot process by allocating a
second different area of real memory for performing a
second set of reboot-related operations.

16. The non-transitory, computer-readable storage
medium of claim 11, wherein the computer executable
instructions are deployable to a client system from a server
system at a remote location.

17. The non-transitory, computer-readable storage
medium of claim 11, wherein the computer executable
instructions are provided by a service provider to a user on an
on-demand basis.
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